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Abstract

A survey regarding sensitive or stigmatizing issues often bears a challenge as most
respondents either deny answering direct queries or hide true response. Warner (1965)
designed an ingenious device by a dint of a probabilistic procedure for estimating qualitative
sensitive population proportion, called randomized response (RR) device and the novel
technique is well known as randomized response technique (RRT). Greenberg et al. (1971)
used the RR technique in quantitative attributes. An issue often raised with RRT is that some
are more willing to answer directly rather than compulsory RR as the perception of sensitivity
may not be same for all. Considering this fact, Chaudhuri and Mukerjee (1985) developed the
optional randomized response technique (ORRT) which was restricted to Simple Random
Sampling (SRS) design only. Later Chaudhuri and Saha (2005), Pal (2008) extended their
work for unequal probability sampling. We discuss here about the privacy protection measure
dealing with quantitative sensitive issues like alcohol consumption, earning through
gambling, income etc. The literature is an extension of Chaudhuri and Christofides (2013)
aiming at to develop how privacy is protected while applying ORRT into quantitative
sensitive issues. In this paper we theoretically develop few well known RRTs for quantitative
case in ORRT context first and unbiased estimators with its variance estimators are obtained.
Protections of privacy of the proposed techniques are measured theoretically.

Key words: Protection of privacy, randomized response, sensitive issues, quantitative
characteristics, unequal probability.

1. Introduction

Enumeration related to sensitive issues like alcohol consumption, drug addiction etc is
usually impossible by direct survey method because the respondents may fear oppression if
they disclose their actual status. Randomized response technique (RRT) refers to a widely
used method for estimating population proportion or others which is related to a sensitive
characteristic avoiding the direct queries. Warner (1965) developed the novel RRT technique.
Erikson (1973) presented the estimation of total stigmatizing real variable like amount earns
through gambling, alcohol consumption etc. Chaudhuri and Mukherjee (1985, 1988)
illustrated optional randomized response technique (ORRT) while respondents were selected
by SRS with replacement only. Later Arnab (2004) and Chaudhuri and Saha (2005) extended
the theory in unequal probability design. Chaudhuri (2011), Chaudhuri and Christofides
(2013) provide extensive developments in RRT, also in ORRT along with protection of
privacy measures. For further references and recent developments, please refer to a
monograph edited by Chaudhuri, Christofides, Rao (2016). Full ORRT and partial ORRT are
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two classifications in ORRT. In the first one, overall sample of respondents are classified into
two parts to gather direct response (DR)’s from one part and randomized response (RR) from
another part. The final estimator was constructed by combining two linear unbiased
estimators based on DR and RR separately. Arnab (2018) and many others had contributed in
this full ORRT approach. In partial ORRT, DR option is offered along with a RR device to
the respondents and respondents are requested to report the response directly if he/she does
not feel the survey question sensitive otherwise it will be answered by using RR device
without divulging the option so exercised.

The purpose of this paper is to extend some well-known quantitative RR technique in
partial ORRT along with the study of their privacy protection capacity as the motivation of
RRT is to gather information maintaining the respondents’ confidentiality. Section 2 is
designed for the extension of Chaudhuri’s device I and device II (2011) and Eichhorn and
Hayre (1983) in partial ORRT. In section 3, we briefly discuss the protection of privacy for
different partial ORRT. In section 4, we provide the measures of jeopardy related to the
proposed ORR models as discussed in section 2.

2. Proposed ORR Models for Quantitative Characteristics

Initially the basic purpose of RR was to gather reliable information on qualitative
sensitive variables. Greenberg et al. (1971) first developed the RR technique for quantitative
stigmatizing characteristics. Eriksson (1973) also extended the well-known unrelated
question model in quantitative response concept. Taking the initial idea of masking true
sensitive values by a random number from known distribution, Eichhorn and Hayre (1983)
developed scrambled response model. Chaudhuri (2011) and Chaudhuri and Mukerjee (1988)
in their books have mentioned two different randomized devices (Device I and Device 1)
along with the estimation of total amount and the variance relating to such sensitive issues.
Following the idea of the above, we try to develop ORRT in quantitative measures which are
as well as sensitive also.

Consider a finite population of units U/ =(1,2,3,..., N)and let ybe the quantitative
stigmatizing variable having the valuesy, ,y . ...y

s Yy A sample s of size p is chosen from
the population according to a general sampling scheme p. The sampled persons are

approached with a request to provide ORR responses for estimating the population total

N
Y= Z y, based on the sample 5.

i=1
2.1. ORR using Eichhorn and Hayre (1983)

Pollock and Bek (1976) envisaged the data masking procedure to answer the sensitive
question hiding his/her actual value by adding a random value from known distribution with
the true value. The development of Eichhorn and Hayre (1983) method known as
“Scrambled Response method” is actually in-depth analysis of Pollock and Bek (1976). In
this part of this literature, we use the scramble response method to develop optional
randomized response (ORR) model. Pal (2008) already worked on this by capturing two
responses for each respondent giving an opportunity to report the second response as the
earlier one with known probability p or by using other random variables with known

probability 1— p. Our proposed ORR method is a modification on Pal (2008).
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Let y, be the true sensitive value of the i”respondent (j=1,2,....,N). Let X denote
a discrete random variable with known mean g, and variance 012. Also, let ¥ be another

discrete random variate independent to X, with known mean 0 and variance ;.
Considering the fact that someone may wish to answer directly of the sensitive question, we
give them a choice of direct response (y )or by randomized value(/,) instead of
compulsory RR. The procedure is known as ORRT as discussed in the introduction section.

Here [, :&—}-W[ while x, and y, are the values of the random variable X and ¥
1

respectively for ;” individual and j=12,..., N .

Mathematically the response of ;* person may be written as,

z; =y, with unknown probability c; €[0,1]
W,

1

w,; with unkonwn probability 1—c;

Denoting £, as expectation due to RR device and J/, as variance due to RR device,

we getER(Z[):Ciyi+(1_ci){yé_61+0}:y[ and

1

Vi(z)) = Ey (Ziz)_ERz(Zi)

2
: 0
=cyl +(1-¢) (ol +07) + 07 +22 001~ ]

1 1

2 __2
oy S .
=(1- cl.)(y’ 21 +0;) whichis unknown to us as y, is unknown.
0,

So, to estimate the variance, the whole process is repeated independently one more
time to get another responsez/. Technique of interpenetrating network of subsampling
pioneered by Mahalanobis (1946) is used here to provide the final RR based estimator of y,,

!

) z. +z . ) ) 1
which becomes ro=—1—"r with variance estimator vE="(z, - Z;)Z.
4

2.2. ORR using Chaudhuri’ s device I

In device I, the person labeled “;” is directed to give out his/her true response
regarding the sensitive issues directly or by the offered two randomized devices. That process
is repeated two times independently with the same RR device but with different RR
parameters. In one RR device, first box contains 7" (>1) cards identical in shape, size, color

and height bearing real numbers a,,a,,aq,,....a,with mean p = %Za[ =1 and the second

box contains M (>1) identical cards with real numbers b, , b, ,b;.,...,b,,. In another RR device,

T' cards al’,a;,,,_a},bearing real numbers with mean 1 are placed in first box and A/’cards

. 1 1 .
b/,b,,...b! bearing real numbers but the mean 4, = bl # u, =—» b, are placed in
b2y e = b = 2h
the second box. The sampled person ; is instructed to draw independently one card from each
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box for both the RR devices and report the number z, =a,y;+b, (j=12,.,T k=12,.,M)
and z/=a'y, +b, (j=12,..,T" k=12,.M"ywithout disclosing the numbers drawn from the
boxes and y, is defined for the amount related to the sensitive quantitative variabley .

In our proposed method, the optional randomized response for ;” person is
z, = y, with unknown probability ¢, €[0,1]

=a;y, + b, with unknown probability 1—c,
z| = y, with unknown probability ¢,
=diy, + b, with unknown probability 1—¢,

Writing, ER (zi):ciyi +(]—ci)(luayl. +ub)al’ld ER (zlf):cl.yi +(1_Ci)(:ua’yi +ub,). It follows
_ Mz — 12
Hy — Hy,

n; s My % My such that £, (r,) =y,

1

To estimate the variance, the process is repeated independently one more time (as

th

described in 2.1.) and the responses for the ;" person are (g, gi')with corresponding

!
estimator of y, is r, :M; Uy # - So the final RR based estimator of y, is
Hy — 1y
. oD,
=i "2 with the variance estlmatorv = —(’”1 — 7, ) such that g (r Y=y,
1 2 1

2.3. ORR using Chaudhuri’s device 11

In device 11, a box with full of different kind of cards is given to the sampled person.
The cards are marked as “corrected” with proportion k and others bearing with numbers

M

X,, X5,y X,, 1 proportion g ,q,....,q,, such thatzqi =1—k. The sampled person is directed
i=1

to draw a card randomly and report the true sensitive value (ie. y,) if he gets a card marked

as “corrected” otherwise report the number x, (j=1,2,..,M)printed over the cards. The

procedure is extended to ORRT by giving a choice of direct response or RR device II to the
sampled person whichever he is willing too.

So the optional randomized response of ;" person is:-
z, =y, with unknown probability ¢, €[0,1]
=y, with known proportion of cards (k) marked as " corrected" and unknown probability (1—c;)

=x; with unknown probability ¢;(1-c;)
It follows that, £, (z,) =c,y, +(1—c,)(ky, +Zq X,)- The whole process is repeated

independently one more time with different set of cards in different proportion and the

response is recorded as z; . Clearly, E(z))=c,y, +(1—c¢,)(ky, + Zq;x;)

J=1
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S0, £, ((1=k)z, = (1=k)z)) = (k=K)y, + (=) ~K) g3, ~(1=k) g}

M M
The sensitive attribute Y, is estimable if (1 - k')z q,x;— (1- k)z q' x;. =0.

J

j=1 =
>
! ' , q’.x’
N Ll Ul 2 NPT el SR =
! (k—k") L1k
2.9,%,

The final RR based estimator with the variance estimator can be obtained similarly as
discussed in sections 2.1. and 2.2. in this article.

3. Privacy Protection Measures

The objective of performing RR survey is to produce a good estimator from statisticians’
point of view for sensitive traits. As the respondents’ actual state of nature is covered by RR device, it
is necessary to know whether the procedure assures all the respondents that they could not definitely

be classified in 4 or A¢i.e. protection of privacy measure. Undoubtedly, greater the protection;
increase the participation but it has to be noted that no universally accepted measure is mentioned
there. Privacy measure have been studied earlier by many researchers like Lanke (1975, 1976),
Leysieffer and Warner (1976), Anderson (1975 a, b, c). Leysieffer and Warner (1976) suggested a
jeopardy measure by quantifying the probability of an observation belonging to the sensitive trait 4

and its complement 4¢, while giving his/ her response as R , termed as revealing probabilities.
Lanke (1976) considered the quantity g(4)=max{P(4|R=1), P(A|R=0)}for comparison implying
smaller the value of g(4)is more protective than other. To evaluate how effectively the scrambling

response model works, Eichhorn and Hayre (1983) proposed a privacy measure based on the ratio of
the upper limit and lower limit of 100(1_a)conﬁdence interval for the mean of the scrambling

variable X . For a given ¢, larger the ratio implies greater the protection.

In order to evaluate how privacy is protected for quantitative sensitive variable is also
investigated by Chaudhuri and Christofides (2013). Considering the prior unknown probability for the

value y. of ;"person as I( y;)=L,, by Bayes’ theorem the posterior probability of y, for the given
value of z, turns out to be,
LiP(z;|y))
L(y,|z)="020 20
P(z;)

where P(z, | y,) denotes the conditional probability of reported RR value for the i ' person while true

(1

response is y,. The degree of privacy protection measure is maximum, if the value of the measure
approaches to one.

Taking a cue from the above approach, the idea of measuring protection of privacy for
quantitative ORR model has been developed here.

4. Measures of Jeopardy

Suppose that y be the real stigmatizing quantitative variable for a set of finite population

N
U =(,.2,..,i,..,N)having values y  y, ..y ..y, and the total be defined as ¥ = Zyi' In order

i=1
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to estimate Y, a sample s is selected with probability p(s)from the population U and respective
ORR technique is performed to record their responses for further analysis.

4.1. Using Eichhorn and Hayre (1983) method

To check how well the response is protected in case of ORR survey while scrambled
response method is used for RR value, responses are gathered by following the step by step

guidance as described in the section 2.1. The conditional probability of the ;* person can be
calculated by the following function

ViX

0 )

Pz, |y)=c,+(1=c)Q P(X =x,)P(¥ =z, -

J

as the respondent disclose the true response with probability c,(at this point z =y,)
otherwise provide the randomized response with probability |- ¢, following Eichhorn and
Hayre (1983) suggestion (as described briefly in section 2.2) which is equal to z, if the
randomized value of the variate X is x, along with another variate (V) value v, .

Also, the probability that the ;”respondent gives the response z, is defined as
X .
P(z;) = +(1_Ci)(ZP(X =x,)P(W=z - yl@ /

X; 1

conditional probability.

)), this is exactly equal to the above given

So from equation (1), we get L (y,|z,)=L, ie posterior probability = prior
probability. Clearly privacy is well protected for each individual by this method.

4.2.  Using Chaudhuri’s device I
For this model, the conditional probability of the given response z, , while the actual
response is y,, denoted by P(z,|y,), is evaluated as P(z, |y,)=c, + ﬁa —c,)=P(z;). This

indicates the posterior probability exactly equal to the prior probability L, ie. the ;"
respondent’s privacy are well protected, as well as all the respondents.

4.3. Using Chaudhuri’s device I1

To check whether their response is well protected or not while device II is suggested
for ORR survey, we calculate the posterior probability L (y,|z,) by Bayes’ theorem as

defined in section 3 by following Chaudhuri and Christofides (2013). Here,

Li(c; +k(1-¢,)) _[1+1_Li 2
Ll.(cl.+k(l—ci))+(1—Ll.)(l—Ci)(1—k)_ L 1-6

1 1

]71

Ly lz)=
considering 0, = (1—c¢,)(1-k)-

Thus, L,(y, |z,) approaches to L, if and only if 9, — % We can’t say anything else

as @, is unknown to us.
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5. Concluding Remarks

Main purpose of this article is to demonstrate the accuracy level of privacy protection
while studying quantitative and sensitive characteristics by optional RR survey. Few of the
well-known quantitative RR models are illustrated in ORR context to investigate their degree
of protection in privacy. Their performance levels are pointed out in Section 4. The posterior
and prior coincide in our proposed quantitative ORR model if the randomized device is either
Eichhorn and Hayre (1983) or Chaudhuri ’s device 1.
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